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as express mail, if applicable. There 
will be no charge for the first copy of a 
record provided to any individual. 
Thereafter, fees will be computed as 
set forth in appropriate DoD Directives 
and Regulations.

§ 312.7 Request for correction or 
amendment. 

(a) Requests to correct or amend a 
file shall be addressed to the system 
manager in which the file is located. 
The request must reasonably describe 
the record to be amended, the items to 
be changed as specifically as possible, 
the type of amendment (e.g., deletion, 
correction, amendment), and the rea-
son for amendment. Reasons should ad-
dress at least one of the following cat-
egories: Accuracy, relevance, timeli-
ness, completeness, fairness. The re-
quest should also include appropriate 
evidence which provide a basis for eval-
uating the request. Normally all docu-
ments submitted, to include court or-
ders, should be certified. Amendments 
under this part are limited to cor-
recting factual matters and not mat-
ters of official judgment or opinions, 
such as performance ratings, pro-
motion potential, and job performance 
appraisals. 

(b) Requirements of identification as 
outlined in § 312.4 apply to requests to 
correct or amend a file. 

(c) Incomplete requests shall not be 
honored, but the requester shall be 
contacted for the additional informa-
tion needed to process the request. 

(d) The amendment process is not in-
tended to permit the alteration of evi-
dence presented in the course of judi-
cial or quasi-judicial proceedings. Any 
amendments or changes to these 
records normally are made through the 
specific procedures established for the 
amendment of such records. 

(e) Nothing in the amendment proc-
ess is intended or designed to permit a 
collateral attack upon what has al-
ready been the subject of a judicial or 
quasi-judicial determination. However, 
while the individual may not attack 
the accuracy of the judicial or quasi-
judicial determination, he or she may 
challenge the accuracy of the recording 
of that action.

§ 312.8 OIG review of request for 
amendment. 

(a) A written acknowledgement of 
the receipt of a request for amendment 
of a record will be provided to the re-
quester within 10 working days, unless 
final action regarding approval or de-
nial will constitute acknowledgement. 

(b) Where there is a determination to 
grant all or a portion of a request to 
amend a record, the record shall be 
promptly amended and the requesting 
individual notified. Individuals, agen-
cies or DoD components shown by dis-
closure accounting records to have re-
ceived copies of the record, or to whom 
disclosure has been made, will be noti-
fied of the amendment by the respon-
sible OIG official. 

(c) Where there is a determination to 
deny all or a portion of a request to 
amend a record, OIG will promptly ad-
vise the requesting individual of the 
specifics of the refusal and the reasons; 
and inform the individual that he/she 
may request a review of the denial(s) 
from the OIG designated official.

§ 312.9 Appeal of initial amendment 
decision. 

(a) All appeals of an initial amend-
ment decision should be addressed to 
the Assistant Inspector General for In-
vestigations, ATTN: FOIA/PA Division, 
400 Army Navy Drive, Arlington, VA 
22202–2884. The appeal should be concise 
and should specify the reasons the re-
quester believes that the initial 
amendment action by the OIG was not 
satisfactory. Upon receipt of the ap-
peal, the designated official will review 
the request and make a determination 
to approve or deny the appeal. 

(b) If the OIG designated official de-
cides to amend the record, the re-
quester and all previous recipients of 
the disputed information will be noti-
fied of the amendment. If the appeal is 
denied, the designated official will no-
tify the requester of the reason of the 
denial, of the requester’s right to file a 
statement of dispute disagreeing with 
the denial, that such statement of dis-
pute will be retained in the file, that 
the statement will be provided to all 
future users of the file, and that the re-
quester may file suit in a federal dis-
trict court to contest the OIG decision 
not to amend the record. 
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(c) The OIG designated official will 
respond to all appeals within 30 work-
ing days or will notify the requester of 
an estimated date of completion if the 
30 day limit cannot be met.

§ 312.10 Disclosure of OIG records to 
other than subject. 

No record containing personally iden-
tifiable information within a OIG sys-
tem of records shall be disclosed by any 
means to any person or agency outside 
the Department of Defense, except with 
the written consent of the individual 
subject of the record or as provided for 
in the Act and DoD 5400.11–R (32 CFR 
part 286a).

§ 312.11 Penalties. 

(a) An individual may bring a civil 
action against the OIG to correct or 
amend the record, or where there is a 
refusal to comply with an individual 
request or failure to maintain any 
records with accuracy, relevance, time-
liness and completeness, so as to guar-
antee fairness, or failure to comply 
with any other provision of the Privacy 
Act. The court may order correction or 
amendment of records. The court may 
enjoin the OIG from withholding the 
records and order the production of the 
record. 

(b) Where it is determined that the 
action was willful or intentional with 
respect to 5 U.S.C. 552a(g)(1) (C) or (D), 
the United States shall be liable for the 
actual damages sustained, but in no 
case less than the sum of $1,000 and the 
costs of the action with attorney fees. 

(c) Criminal penalties may be im-
posed against an officer or employee of 
the OIG who discloses material, which 
he/she knows is prohibited from disclo-
sure, or who willfully maintains a sys-
tem of records without compliance 
with the notice requirements. 

(d) Criminal penalties may be im-
posed against any person who know-
ingly and willfully requests or obtains 
any record concerning another indi-
vidual from an agency under false pre-
tenses. 

(e) All of these offenses are mis-
demeanors with a fine not to exceed 
$5,000.

§ 312.12 Exemptions. 

(a) Exemption for classified records. 
Any record in a system of records 
maintained by the Office of the Inspec-
tor General which falls within the pro-
visions of 5 U.S.C. 552a(k)(1) may be ex-
empt from the following subsections of 
5 U.S.C. 552a: (c)(3), (d), (e)(1), (e)(4)(G) 
through (I) and (f) to the extent that a 
record system contains any record 
properly classified under Executive 
Order 12958 and that the record is re-
quired to be kept classified in the in-
terest of national defense or foreign 
policy. This specific exemption rule, 
claimed by the Inspector General under 
authority of 5 U.S.C. 552a(k)(1), is ap-
plicable to all systems of records main-
tained, including those individually 
designated for an exemption herein as 
well as those not otherwise specifically 
designated for an exemption, which 
may contain isolated items of properly 
classified information 

(b) The Inspector General of the De-
partment of Defense claims an exemp-
tion for the following record systems 
under the provisions of 5 U.S.C. 552a(j) 
and (k)(1)–(7) from certain indicated 
subsections of the Privacy Act of 1974. 
The exemptions may be invoked and 
exercised on a case by case basis by the 
Deputy Assistant Inspector General for 
Investigations or the Director, Inves-
tigative Support Directorate and Free-
dom of Information Act/Privacy Act 
Division Chief which serves as the Sys-
tems Program Managers. Exemptions 
will be exercised only when necessary 
for a specific, significant and legiti-
mate reason connected with the pur-
pose of the records system. 

(c) No personal records releasable 
under the provisions of The Freedom of 
Information Act (5 U.S.C. 552) will be 
withheld from the subject individual 
based on these exemptions. 

(d) System Identifier: CIG–04 
(1) System name: Case Control Sys-

tem. 
(2) Exemption: Any portion of this 

system which falls within the provi-
sions of 5 U.S.C. 552a(j)(2) may be ex-
empt from the following subsections of 
5 U.S.C. 552a: (c)(3), (c)(4), (d), (e)(1), 
(e)(2), (e)(3), (e)(4)(G), (H), (I), (e)(5), 
(e)(8), (f), and (g). 

(3) Authority: 5 U.S.C. 552a(j)(2). 
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